
Infrastructure and hosting 

The infrastructure supporting our web-based application is leading cloud provider Amazon 

Web Services (AWS). We chose to host our platform on AWS for the following reasons: 

• Security: AWS is designed to meet the most stringent security requirements in the 

world. Infrastructure is monitored 24/7 to help ensure the confidentiality, integrity, and 

availability of data. The list of AWS certifications, including HIPAA/HITECH, ISO 27001, 
ISO 27018, and SOC reports 1, 2, and 3, is available here.

• Availability & Performance: AWS delivers the highest network availability of any cloud 
provider due to their fully redundant 100 GbE fiber network backbone.

Our production infrastructure is implemented within a virtual private cloud (VPC) protected by 

firewalls, subnets, security boundaries, and IP-whitelisting for intra-system interactions. 

Availability 

The groups of AWS data centers that host Ovation LIMS are located across multiple isolated 

and physically separate "availability zones" within a geographic area, which dramatically 

reduces the risk of outage due to local conditions. Each availability zone has independent 

power, cooling, and physical security and is connected via redundant, ultra-low-latency 

networks. 

Our software is stateless and operates across multiple processing nodes so that it can scale 

up as needed and "fail-over" seamlessly in the case of one node failing. 

Our operations staff is available 24/7 to respond in the event that a production incident 

causes our service to be unavailable or impaired. 

Data integrity and backup 

Ovation stores customer data in AWS's RDS (for structured data) and S3 (for documents) 

services. AWS meets the highest standards for data protection. Customer data are at minimal 

risk of loss due to nightly RDS backups (executed and stored safely within AWS), redundant 
S3 storage, and document version retention. Furthermore, data only reside in the U.S. 
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